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ABSTRACT 



IPoE/PPPoE forwarding table 106 is provided with which 
registered are network addresses, protocol types, destination 
IP addresses used in IPoE and retrieval indexes of PPPoE 
sessions used in PPPoE, a protocol type is selected corre- 
sponding to a network address in IPoE/PPPoE forwarding 
table 106 that matches a destination IP address included in 
header information of an IP packet of an input frame, and 
when the selected protocol type is PPPoE, a PPPoE session 
is further selected from a retrieval index corresponding to 
the network address. 



NETWORK 
1601 7 1605 



NETWORK 
1602 7 1606 



1603 




1604 



,1500 



GATEWAY APPARATUS 




PPPoE 






<> 






tPoE 






PROTOCOL 






CONVERSION 





IPoE 



IPoE 



IPoE 



TERMINAL 



TERMINAL 



TERMINAL * •': 



J 609 



J610 



J 61 1 



03/13/2004, EAST Version: 1.4.1 



Patent Application Publication Aug. 14, 2003 Sheet 1 of 18 US 2003/0154297 Al 



CM 
O 



o 



CD 
O 



O LU 
LUQC — ' 

o 



o 
o 



in 
o 



: S "J <_J 
OO <~> l_U 

^ iti 



3EI 



Si 



GO 

LU CO 



CO 



7T 



LU 
CO 



o 
o 

Q 
(X 

<c 

1 

o 



Q 1 

CC CO 



o 




03/13/2004, EAST version: 1.4.1 



Patent Application Publication Aug. 14, 2003 Sheet 2 of 18 US 2003/0154297 Al 




03/13/2004, EAST Version: 1.4.1 



Patent Application Publication Aug. 14, 2003 Sheet 3 of 18 US 2003/0154297 Al 



LU 
_J 
CD 
< 
h- 

O 

z 

Q 
DC 
< 

1 

o 

LL 



O 
CL 



CD 



o 

CC 



CC CO 



CO 
CO 

£ ° 

C_J -T- 

< I — 

Q_ 2 



Q 
< 

LU 

O 



CN4 

cn 



cd 



O 3 

^§ 

U- ill 

oo 
£\ 

H- O 

LU 

DC 
Q 



cc 

LU 
GO 



^- 

o 



CD 



O 
cc 



o 

LU 

QC 
Q 



CD 



O 
CC 



cc 

O 



CO 

O 

LL 



Q 

CO 



3 



Q 

CO 



or co 
O >-tJ 
cc 

Lu ° 
z < 



CSJ 

\ 



oo 
co 



CsJ 
CD 



\ 
O 

o 
o 



03/13/2004, EAST version: 1.4.1 



Patent Application Publication Aug. 14, 2003 Sheet 4 of 18 US 2003/0154297 Al 



O 
< 



Zen 

O LU 

GO 
LU 
Q 



< 
< 

» 

<■ 
< 

< 

< 

< 
< 

< 
< 

< 



o 

CD 

cri 

DO 

CD 
CD 

CD 
CD 

CD 
GO 

CD 
CD 



LU 
_1 
CO 

< 



Q_ 

DC 
< 



LLl 
LU QC 



DC 
3 
O 

CO 



< 



< 
< 

< 
< 

< 
< 

< 
< 

< 
< 

< 
< 



< 
< 

i 

< 
< 

< 
< 

* 

< 
< 

< 
< 

< 
< 



goo 
Oco 

CO 
LU 
Q 



O 
O) 



oo 

CD 

cvi 

CD 



03/13/2004, EAST Version: 1.4.1 



Patent Application Publication Aug. 14, 2003 Sheet 5 of 18 US 2003/0154297 Al 




o 
o 

LO 




o 
lo 











LU C5 UU 




OOC — 1 




Q_ OO 




a- ^ «a: 








o 





o 

LO 



Q_ 

Clu 
< 

>- 



<: 



Q_ 1 



: 5 Si O 



77 



o 

LU 

go 



o 



o 
o 

CD 

Q 

QC 

O 



77 



C/3 LLJ 
l_U I 

CO CO 



LO 
O 
LO 




12. 



\ CD 



CO 



CTJ _ 








uu cz: ^ 


=2: 

Q 




to 



lO 

d 

u_ 



c 



03/13/2004, EAST Version: 1.4.1 




03/13/2004, EAST Version: 1.4.1 



Patent Application Publication Aug. 14, 2003 Sheet 7 of 18 US 2003/0154297 Al 



LU 
_l 
00 

< 
z 

Q 
DC 
< 

DC 
O 



o 

Q_ 
Q_ 
CL 



z: 








o 








CO 








CO 








1 1 1 
LU 
















LU 
















Q_ 








D_ 








Q_ 








X 






CO 


LU 








Q 








i= 
















< 








> 








LU 








oc 








1— 

LU 








DC 
















~~ DC 








|— LU 








' — » CD 
D_ ^ 


, — 


! 


y— 


h-3 








DZ 








o 














T— 


— CO 


















00 


b 


C\J 




CD 




h- 












cvi 




Csj 


o< 


CD 


CO 


CD 


00 









O 

LL 



03/13/2004, EAST Version: 1.4.1 



Patent Application Publication Aug. 14, 2003 Sheet 8 of 18 US 2003/0154297 Al 



CO 
LU 
GO 

LU 
O 
Q_ 
Q_ 
CL 



O 
CM 



O 

CO 



CM 
CO 



UJ 
-J 
CD 
< 



(/) 
CO 
LU 
CO 

LU 
O 
CL 
CL 
CL 



CJ 
LU 

croc 

LU Q 
>Q 
CC< 
LU 
CO 



o 

<co 

:>oo 

LU 

□ < 



LU ~ 

Q CO 

< LU 
> O 
LU Q. 



o 
o 

d 
o 

(J 
o 

cJ 
o 

cJ 
o 

d 
o 



< 
< 

< 
< 

< 

< 

< 
< 

< 
< 

< 
< 



CQ 

00 

DO 
CO 

CO 
QQ 

CD 
CD 

CQ 
CO 

CO 
CQ 



< 
< 

< 
< 

< 
< 

< 
< 

< 
< 

< 
< 



CM 



Q 
Q 

ti 

a 
ti 

D 

Q 
Q 

ti 
Q 

ti 
Q 

< 
< 

< 
< 

< 
< 

< 
< 

< 
< 

< 
< 



CO 



00 

O 

LL 



03/13/2004, EAST Version: 1.4.1 



Patent Application Publication Aug. 14, 2003 Sheet 9 of 18 US 2003/0154297 Al 



CVJ 

o 



o 



in 
o 



o 



. CD 
I < 



LU 



O 




O 

o 



CO 

o 



cc 
<c 

Q_ 

a. 

<c 

>- 



CD 



1 ^ ! 
■ CO | 

I' 



77 



\7 



O 
O 



o 
o 

o 
<: 

cc 
o 



77 



CO cc 

. . . 



O 




O 
LL 



\7 







uu 
o 




d. 


IPoE/ 









or 



= & = 



\7 



03/13/2004, EAST Version: 1.4.1 




03/13/2004, EAST version: 1.4.1 



Patent Application Publication Aug. 14, 2003 Sheet 11 of 18 US 2003/0154297 Al 



LU 
—I 
CD 
< 



o 

Q 
DC 
< 

DC 
O 



LU 
O 
Q_ 
CL 
CL 

\ 
UJ 

o 

Q_ 



LU Q 
Q CO 

^£ 

<I LU 

>«° 
LU Q- 



I — O o 
30 QCo 



LU 
O 
CL. 



O 
Q_ 
Q_ 
Q_ 



O 

Q_ 
CL 



o 



o 

I— 

< 



CO 

, ft 

f DC 

; § 



cog% 

r— co cc y 

CO LU 

Qq b 

Q LU 
< ^ 



o 



CSJ 
CD 



Oh 

— LU 

°c3o 
ajLucr 



CD 



ZD 

o 



o 

LU 
CO 

Q 



o 

LL 



~~ DC 
h- LU 

Q_ ^ 

I — ID 



CO 
CO 
LU 
QC 
Q 
Q 
< 

OC 

o 

I— 

LU 



CvJ 

\ 

o 



CM 



CVI 

\ 

o 
o 



CO 



o 

\ 

o 
g> 
o 
o 



03/13/2004, EAST Version: 1.4.1 



Patent Application Publication Aug. 14, 2003 Sheet 12 of 18 US 2003/0154297 Al 



UJ 

_i 

CD 
< 



UJ 

D 
O 
DC 



13 
< 
LL 
LU 
D 



\ i f V-J 

Q CO 
< UJ 

> p 



CVJ , I 

I — O o 

CU O LU o 
I — I — >- t- 



o 

Q_ 



O 
Q. 



8 



q_9£ S 

— Q Q 
O §< 

t— ^ p: d- 

qQ I— 



Ot— 

== LU 



CM 

O 
LL 



DC 

UJ 



3Z 

o 



9= oo 

CO 
UJ LU 

OCq 

o< 

CO 



oo 

CD 



CD 



CVI 
CD 



03/13/2004, EAST Version: 1.4.1 



Patent Application Publication Aug. 14, 2003 Sheet 13 of 18 US 2003/0154297 Al 



553 b±= 



CM 
O 



±± 



LJ - z: ^ c-o 



O 



3DE 



O 

a- i 



CD ^ 

u- lxj co 

1 oo <r °° 
*=C CD 



7> 



o 

O 

in 




11 



o 

uu 



o 



8 

CD 

Q 
CO 
<C 

DC 
O 



CO 

o 




CO 

o 

LL 



\ C3 




03/13/2004, EAST Version: 1.4.1 



Patent Application Publication Aug. 14, 2003 Sheet 14 of 18 US 2003/0154297 Al 




03/13/2004, EAST Version: 1.4.1 



Patent Application Publication Aug. 14, 2003 Sheet 15 of 18 US 2003/0154297 Al 



LU 
—I 
CO 

< 



> 

X 

o 
oc 

QL 

LU 
O 
Q_ 
CL 























Ui-l <S> 
CO 


CO 




CO 




ULJ 
CL. 










O— 
0_ 










-a; 

CO 


LU 
l—LJ 

uJ 


J.DD.DD 


1 I 1 

I i i 
i i 1 




[INATIOf 

AUUnu 


EE.EE.EE 


1D.DD.DI 


.EEH.EE 




£3 


t±i 


c=i 
Q 


1 1J 
1 1,1 




MAC ADDRESS 


iAAAA.AA.AA 


WWWW 


-a: 




t-LJ 

en 

ZZ5 




AAA/ 


-=c 
-< 




O 

CO 










1 ' 

— oc 

■ LJJ 










LZT CO 

5? s 

1 ZZD 




















Q 










SESSION 


















o 










o_ 

Q_ 

ex. 










DESTINATION MAC 
ADDRESS 


-a: 


% 


WWWWWW 




MAC ADDRESS 

0 


..BB.BB.BB.BB 


;.cc.cc.cc.cc 


CO 

m 

gg 

cri 

CO 






CO 


o 


CO 
CO 






cd 

CO 


CO 
CO 




CO 




















I CO 










11 











o 

LL 



03/13/2004, EAST version: 1.4.1 



Patent Application Publication Aug. 14, 2003 Sheet 16 of 18 US 2003/0154297 Al 



CM 
O 



^ CO 



O 
O 
00 



o 



30E 



77 



o 



CD 



o 



to 
o 



CO 

o 

ID 







o ^ 






LU 




1 — 










UL_ 





2: 
o 
h- 

UJ 

CO 



o 

DC 



O 
CD 



o 
<: 

QC 
O 



o 

LU 
CO 



on 



- o 

Q_ 



CD 

o 



CL- 
OT 



CO 



CO 



"CO 
O 



77 



CO 

o 



*< 

en 
< 
a. 

CL. 

< 

>- 
< 



< 

CD 



O 
CO 



±1 



g: ^ § ^ E 



inn 



' 00 rr^ 

co 



i — 



\7 



03/13/2004, EAST Version: 1.4.1 



Patent Application Publication Aug. 14, 2003 Sheet 17 of 18 US 2003/0154297 Al 




03/13/2004, EAST Version: 1.4.1 



Patent Application Publication Aug. 14, 2003 Sheet 18 of 18 



US 2003/0154297 Al 



LU 
_l 
00 

< 



o 

CO 
QC 
LU 
> 

O 
O 

CO 
CO 
LU 

cc 
a 
a 
< 



CO 










LU 










LLJ 




















z> 




















f— 










L_L_ 






o 










r- 




Q_ 










i 

1 










^< 










QQ 










V — / 










_J 




















CO 










CO 
LU 










rv- 
U— 










Q 


Csj 
















< 














00 


00 














i 










i 

< 




cn 


cn 














QQ 










o 




















Viz 










ol 










LU 

Li— 1 










































o 


o 


o 




DC 




h- 






o 










n 










t 

-J 










< 










O 










o 










— i 










CO 










CO 










LU 
QC 










Q 










Q 










< 


00 


c\i 








CD 


r- 


r- 




Q- 












c\i 


<n 


c\j 




l' 




CD 


O) 




<■ 


I— 


















O 










— i 











CO 

O 

LL 



03/13/2004, EAST Version: 1.4.1 



US 2003/0154297 Al 



1 



Aug. 14, 2003 



GATEWAY APPARATUS AND ITS CONTROLLING 
METHOD 

BACKGROUND OF THE INVENTION 
[0001] 1. Field of the Invention 

[0002] The present invention relates to a gateway appara- 
tus that supports PPPoE (Point to Point Protocol over 
Ethernet(R)) and a method of controlling such an apparatus. 

[0003] 2. Description of the Related Art 

[0004] Conventionally, a gateway apparatus is used so as 
to implement mutual communications between networks 
constructed in a corporation and external networks. For 
example, the gateway apparatus is used as a protocol con- 
verter for mutually connecting networks with different pro- 
tocols. Examples of configuration of the gateway apparatus 
is one that supports only IPoE (Internet Protocol over 
Ethernet(R)) as a protocol for external networks, and. one 
that supports both IPoE and PPPoE as protocols for external 
networks. 

[0005] FIG. 1 illustrates a configuration of gateway appa- 
ratus 1100 that supports only IPoE. FIG. 2 is a diagram 
illustrating an example of network configuration to which 
gateway apparatus 1100 that supports only IPoE is con- 
nected. 

[0006] As shown in FIG. 2, gateway apparatus 1100 is 
connected in its one interface to networks 1201 to 1204 that 
use IPoE as a protocol. Gateway apparatus 1100 communi- 
cates with gateways 1205 to 1208 disposed respectively on 
networks 1201 to 1204. Gateway apparatus 1100 is further 
connected in its other interface to terminals 1209 to 1211 
such as personal computers (hereinafter referred to as "PC") 
that use IPoE as a protocol. 

[0007] In gateway apparatus 1100 shown in FIG. 1, frame 
transmitting/receiving sections 1101 and 1102 transmit/re- 
ceive frames to/from Ethernet (R) I/F. IPoE frame assem- 
bling/de assembling sections 1103 and 1104 assemble and 
deassemble IPoE frames, while recognizing the IPoE frame 
structure. 

[0008] Forwarding control section 1105 controls the out- 
put of IPoE frame based on a destination IP address included 
in the header information of an IP packet of an input IPoE 
frame. In controlling the output of IPoE frame, forwarding 
control section 1105 uses IPoE forwarding table 1106 and 
ARP (Address Resolution Protocol) table 1107. 

[0009] As shown in FIG. 3, with IPoE forwarding table 
1106 are registered network addresses, output interface 
numbers (output IF numbers), types of routing (direct/ 
indirect routing) and destination IP addresses (next hop IP 
addresses) in indirect routing in relation to one another. 

[0010] As shown in FIG. 4, with ARP table 1107 are 
registered destination IP addresses, source MAC addresses 
and destination MAC addresses in relation to one another. In 
addition, in source MAC address, since the MAC address of 
gateway apparatus 1100 is generally used, all the entries 
have the same value. Accordingly, it may be possible to 
provide the MAC address of gateway apparatus 1100 as a 
separate register, instead of providing areas for source MAC 
addresses in ARP table 1107. 



[0011] The operation of gateway apparatus 1100 will be 
described below which has the aforementioned configura- 
tion and supports only IPoE. Herein, the case is explained 
where an IPoE frame is input to frame transmitting/receiving 
section 1101. 

[0012] When an IPoE frame is input to frame transmitting/ 
receiving section 1101, IPoE frame assembling/deassem- 
bling section 1103 recognizes a structure of the IPoE frame, 
and provides the recognized structure of the IPoE frame to 
forwarding control section 1105. 

[0013] Forwarding control section 1105 compares a des- 
tination IP address included in the header information of an 
IP packet of the IPoE frame with a network address regis- 
tered with IPoE forwarding table 1106. 

[0014] When the table 1106 has the same network address 
as the destination IP address, the section 1105 acquires an 
output IF number and information of routing type (informa- 
tion indicative of whether the routing is direct routing or 
indirect routing) in relation to the network address in IPoE 
forwarding table 1106, and when the indirect routing is 
indicated, further acquires a destination IP address (next hop 
IP address). In addition, when the direct routing is indicated, 
the section 1105 acquires the destination IP address of the IP 
header of the IP packet. 

[0015] Then, forwarding control section 1105 searches 
ARP table 1107 using the retrieved destination IP address to 
retrieve a source MAC address and destination MAC 
address of the IPoE frame. The retrieved source MAC 
address and destination MAC address are provided to IPoE 
frame assembling/de assembling section 1104. 

[0016] Using the source MAC address and destination 
MAC address, IPoE frame assembling/deassembling section 
1104 re-assembles the IPoE frame. There-assembled IPoE 
frame is provided to frame transmitting/receiving section 
1102 and output from the section 1102. In this way, IPoE 
frames are forwarded in gateway apparatus 1100 that sup- 
ports only IPoE. 

[0017] FIG. 5 is a diagram illustrating a configuration of 
gateway apparatus 1500 that supports PPPoE. In addition, in 
FIG. 5 sections assigned the same reference numerals as in 
FIG. 1 have the same functions and descriptions thereof are 
omitted. FIG. 6 is a diagram illustrating an example of 
network configuration to which gateway apparatus 1500 that 
supports PPPoE is connected, 

[0018] As shown in FIG. 6, gateway apparatus 1500 is 
connected in its one interface to network 1601 using IPoE as 
a protocol and networks 1602 to 1604 using PPPoE as a 
protocol. Gateway apparatus 1500 communicates with gate- 
way 1605 disposed on network 1601 and PPPoE servers 
1606 to 1608 disposed respectively on networks 1602 to 
1604. Gateway apparatus 1500 is further connected in its 
other interface to terminals 1609 to 1611 such as personal 
computers that use IPoE as a protocol. 

[0019] In gateway apparatus 1500 shown in FIG. 5, 
IPoE/PPPoE frame assembling/deassembling sections 1501 
and 1502 assemble and deassemble IPoE frames and PPPoE 
frames, while recognizing the IPoE frame structure and 
PPPoE frame structure. 

[0020] Forwarding control section 1503 controls the out- 
put of IPoE or PPPoE frame based on a source IP address or 
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destination IP address included in the header information of 
an IP packet of an input IPoE frame, while controlling the 
output of PPPoE frame based on PPPoE header information 
of an input PPPoE frame. In controlling the output of IPoE 
or PPPoE frame, forwarding control section 1503 uses 
PPPoE forwarding table 1504 and PPPoE session table 1505 
in addition to IPoE forwarding table 1106 and ARP table 
1107. 

[0021] As shown in FIG. 7, PPPoE forwarding table 1504 
has source IP addresses, output IF numbers and retrieval 
indexes of PPPoE session (hereinafter referred to as "PPPoE 
session indexes") in relation to one another. 

[0022] As shown in FIG. 8, PPPoE session table 1505 has 
PPPoE session indexes, client MAC addresses, server MAC 
addresses and PPPoE session IDs in relation to one another. 

[0023] The operation of gateway apparatus 1500 will be 
described below which has the aforementioned configura- 
tion and supports PPPoE. Herein, cases are explained sepa- 
rately where an IPoE frame is input to frame transmitting/ 
receiving section 1101 and where a PPPoE frame is input to 
the section 1101. 

[0024] When either frame is input to frame transmitting/ 
receiving section 1101, IPoE/PPPoE frame assembling/ 
deassembling section 1501 recognizes a structure of the 
frame, and provides the recognized structure of the frame to 
forwarding control section 1503. 

[0025] When the input frame is an IPoE frame, forwarding 
control section 1503 compares a source IP address included 
in the header information of an IP packet of the IPoE frame 
with a source IP address registered with PPPoE forwarding 
table 1504. 

[0026] When the table 1504 has the same source IP 
address as the source IP address included in the header 
information of the IP packet of the IPoE frame, the section 
1503 acquires an output IF number and PPPoE session index 
in relation to the source IP address in PPPoE forwarding 
tabic 1504. 

[0027] Then, forwarding control section 1503 searches 
PPPoE session table 1505 using the retrieved PPPoE session 
index, and acquires information such as a source MAC 
address, destination MAC address and PPPoE session ID to 
generate a PPPoE frame. The retrieved information to gen- 
erate the PPPoE frame is provided to IPoE/PPPoE frame 
assembling/deassembling section 1502. 

[0028] In addition, there is no direction information of 
source MAC address and destination MAC address in 
PPPoE session table 1505. The client MAC address is 
acquired as the source MAC address, and the server MAC 
address is acquired as the destination MAC address. 

[0029] Based on the information to generate the PPPoE 
frame, IPoE/PPPoE frame assembling/deassembling section 
1502 re-assembles the input IPoE frame to a PPPoE frame. 
The re-assembled PPPoE frame is provided to frame trans- 
mitting/receiving section 1102 and output from the section 
1102. 

[0030] When the same source IP address as that included 
in the header information of the IP packet of the IPoE frame 
is not registered with PPPoE forwarding table 1504, for- 
warding control section 1503 compares a destination IP 



address included in the header information of the IP packet 
with a network address registered with IPoE forwarding 
table 1106. 

[0031] When the table 1106 has the same network address 
as the destination IP address, the section 1105 retrieves an 
output IF number and information of routing type (informa- 
tion indicative of whether the routing is direct routing or 
indirect routing) in relation to the network address in IPoE 
forwarding table 1106, and when the indirect routing is 
indicated, further retrieves a destination IP address (next hop 
IP address). In addition, when the direct routing is indicated, 
the section 1105 retrieves the destination IP address of the IP 
header of the IP packet. 

[0032] Then, forwarding control section 1503 searches 
ARP table 1107 using the retrieved destination IP address to 
retrieve a source MAC address and destination MAC 
address of the IPoE frame. The retrieved source MAC 
address and destination MAC address are provided to IPoE/ 
PPPoE frame assembling/deassembling section 1502. 

[0033] Using the source MAC address and destination 
MAC address, IPoE/PPPoE frame assembling/deassembling 
section 1502 re -assembles the IPoE frame. The re-as- 
sembled IPoE frame is provided to frame transmitting/ 
receiving section 1102 and output from the section 1102. 

[0034] Meanwhile, when the input frame is a PPPoE 
frame, forwarding control section 1503 compares PPPoE 
header information of the PPPoE frame with an entry in 
PPPoE session table 1505. 

[0035] When PPPoE header information of the PPPoE 
frame is matched with an entry registered with PPPoE 
session table 1505, the section 1503 compares a destination 
IP address included in the header information of an IP packet 
of the PPPoE frame with a network address registered with 
IPoE forwarding table 1106. 

[0036] When the table 1106 has the same network address 
as the destination IP address, the section 1503 retrieves an 
output IF number and information of routing type (informa- 
tion indicative of whether the routing is direct routing or 
indirect routing) in relation to the network address, and 
when the indirect routing is indicated, further retrieves a 
destination IP address (next hop IP address). In addition, 
when the direct routing is indicated, the section 1503 
retrieves the destination IP address of the IP header of the IP 
packet. 

[0037] Then, forwarding control section 1503 searches 
ARP table 1107 using the retrieved destination IP address to 
retrieve a source MAC address and destination MAC 
address. The retrieved source MAC address and destination 
MAC address are provided to IPoE/PPPoE frame assem- 
bling/deassembling section 1502. 

[0038] Using the source MAC address and destination 
MAC address, IPoE/PPPoE frame assembling/deassembling 
section 1502 re-assembles the PPPoE frame to an IPoE 
frame. The re-assembled IPoE frame is provided to frame 
transmitting/receiving section 1102 and output from the 
section 1102. 

[0039] Thus, gateway apparatus 1500 that supports PPPoE 
relays an IPoE frame as an IPoE address according to a 
network address corresponding to a destination IP address 
included in the header information of an IP packet of the 
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IPoE frame, while outputting as a PPPoE frame, selecting a 
PPPoE session corresponding to a source IP address 
included in the header information of the IP packet of the 
IPoE frame. 

[0040] However, gateway apparatus 1100 that supports 
only IPoE has a problem that the apparatus 1100 cannot 
relay frames except IPoE frames. Further, gateway appara- 
tus 1500 that supports PPPoE selects a PPPoE session 
corresponding to a source IP address included in the header 
information of an IP packet of an input IPoE frame. Accord- 
ingly, there arises a problem that since each terminal (1609 
to 1611) cannot select a plurality of PPPoE sessions con- 
currently, it is not possible to access a plurality of PPPoE 
servers. Further, there is another problem that when source 
IP addresses are matched, since an IPoE frame is output 
automatically as a PPPoE frame, it is not possible to access 
a network that uses IPoE. 

SUMMARY OF THE INVENTION 

[0041] It is an object of the present invention to provide a 
gateway apparatus that supports PPPoE and a method of 
controlling such an apparatus which enables terminals con- 
nected to the apparatus to select a protocol to use between 
PPPoE and IPoE and to select a plurality of PPPoE sessions 
concurrently. 

[0042] That is, the gateway apparatus according to the 
present invention is provided with an IPoE/PPPoE forward- 
ing table with which registered are network addresses, 
protocol types, destination IP addresses used in IPoE and 
retrieval indexes of PPPoE used in PPPoE, selects a protocol 
type corresponding to a network address in the IPoE/PPPoE 
forwarding table which matches a destination IP address 
included in the header information of an IP packet of an 
input frame, and when a selected protocol type is PPPoE, is 
capable of selecting a PPPoE session from a retrieval index 
corresponding to the network address. 

[0043] Further, the gateway apparatus according to the 
present invention is provided with a PPPoE proxy table with 
which registered are source MAC addresses and PPPoE 
session IDS on input side and destination MAC addresses 
and PPPoE session IDs on output side, and relays an input 
PPPoE frame to a network that uses PPPoE as a protocol. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0044] The above and other objects and features of the 
invention will appear more fully hereinafter from a consid- 
eration of the following description taken in connection with 
the accompanying drawing wherein one example is illus- 
trated by way of example, in which; 

[0045] FIG. 1 is a diagram illustrating a configuration of 
a conventional gateway apparatus that supports only IPoE; 

[0046] FIG. 2 is a diagram illustrating an example of 
network configuration to which the conventional gateway 
apparatus that supports only IPoE is connected; 

[0047] FIG. 3 is a table illustrating a configuration of an 
IPoE forwarding table provided in the conventional gateway 
apparatus; 

[0048] FIG. 4 is a table illustrating a configuration of an 
ARP table provided in the conventional gateway apparatus; 



[0049] FIG. 5 is a diagram illustrating a configuration of 
a conventional gateway apparatus that supports PPPoE; 

[0050] FIG. 6 is a diagram illustrating an example of 
network configuration to which the conventional gateway 
apparatus that supports PPPoE is connected; 

[0051] FIG. 7 is a table illustrating a configuration of a 
PPPoE forwarding table provided in the conventional gate- 
way apparatus; 

[0052] FIG. 8 is a table illustrating a configuration of a 
PPPoE session table provided in the conventional gateway 
apparatus; 

[0053] FIG. 9 is a diagram illustrating a configuration of 
a gateway apparatus according to a first embodiment of the 
present invention; 

[0054] FIG. 10 is a diagram illustrating an example of 
network configuration to which the gateway apparatus 
according to the first embodiment is connected; 

[0055] FIG. 11 is a table illustrating a configuration of an 
IPoE/PPPoE forwarding table provided in the gateway appa- 
ratus according to the first embodiment; 

[0056] FIG. 12 is a table illustrating a configuration of a 
default route table provided in the gateway apparatus 
according to the first embodiment; 

[0057] FIG. 13 is a diagram illustrating a configuration of 
a gateway apparatus according to a second embodiment of 
the present invention; 

[0058] FIG. 14 is a diagram illustrating an example of 
network configuration to which the gateway apparatus 
according to the second embodiment is connected; 

[0059] FIG. 15 is a table illustrating a configuration of a 
PPPoE proxy table provided in the gateway apparatus 
according to the second embodiment; 

[0060] FIG. 16 is a diagram illustrating a configuration of 
a gateway apparatus according to a third embodiment of the 
present invention; 

[0061] FIG. 17 is a diagram illustrating an example of 
network configuration to which the gateway apparatus 
according to the third embodiment is connected; and 

[0062] FIG. 18 is a table illustrating a configuration of an 
address conversion table provided in the gateway apparatus 
according to each of the first to third embodiments. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0063] Embodiments of the present invention will be 
described below specifically with reference to accompany- 
ing drawings. 

[0064] (First Embodiment) 

[0065] FIG. 9 is a diagram illustrating a configuration of 
gateway apparatus 100 according to the first embodiment of 
the present invention. FIG. 10 is a diagram illustrating an 
example of network configuration to which gateway appa- 
ratus 100 according to the first embodiment is connected. 

[0066] As shown in FIG. 10, gateway apparatus 100 is 
connected in its one interface to network 201 that uses IPoE 
as a protocol and networks 202 to 204 that use PPPoE as a 
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protocol. Gateway apparatus 100 communicates with gale- 
way 205 disposed on network 201 and PPPoE servers 206 to 
208 disposed respectively on networks 202 to 204. Gateway 
apparatus 100 is further connected in its other interface to 
terminals 209 to 211 such as PCs that use IPoE as a protocol. 

[0067] In gateway apparatus 100 shown in FIG. 9, frame 
transmitting/receiving sections 101 and 102 transmit/receive 
frames to/from Ethernet (R) I/F. IPoE/PPPoE frame assem- 
bling/deassembling sections 103 and 104 assemble and 
deassemble IPoE frames and PPPoE frames, while recog- 
nizing the IPoE frame structure and PPPoE frame structure. 

[0068] Forwarding control section 105 controls the output 
of IPoE or PPPoE frame based on a source IP address or 
destination IP address included in the header information of 
an IP packet of an input IPoE frame, while controlling the 
output of IPoE or PPPoE frame based on PPPoE header 
information of an input PPPoE frame. In controlling the 
output of IPoE or PPPoE frame, forwarding control section 
105 uses IPoE/PPPoE forwarding table 106, default route 
table 107, and ARP table 108 and PPPoE session table 109. 

[0069] With IPoE/PPPoE forwarding table 106 are regis- 
tered the information included in the conventional IPoE 
forwarding table (see FIG. 3), the information included in 
the conventional PPPoE forwarding table (see FIG. 7) and 
protocols (Layer 2 protocol) used in outputting. 

[0070] Specifically, as shown in FIG. 11, there are net- 
work addresses, output IF numbers, routing types (direct/ 
indirect routing) when IPoE is selected as a protocol type, 
destination IP addresses (next hop IP addresses) when indi- 
rect routing is selected as a routing type in IPoE, protocol 
types (Layer 2 protocol) used in putting and PPPoE session 
indexes when PPPoE is selected as a protocol type in 
relation to one another. 

[0071] Default route table 107 has information registered 
therewith where source IP addresses substitute for network 
addresses in IPoE/PPPoE forwarding table 106, and in this 
respect, differs from IPoE/PPPoE forwarding table 106. 

[0072] Specifically, as shown in FIG. 12, there are source 
IP addresses, output IF numbers, routing types (direct/ 
indirect routing) when IPoE is selected as a protocol type, 
destination IP addresses (next hop IP addresses) when indi- 
rect routing is selected as a routing type in IPoE, protocol 
types (Layer 2 protocol) used in outputting and PPPoE 
session indexes when PPPoE is selected as a protocol type 
in relation to one another. 

[0073] In addition, ARP table 108 and PPPoE session table 
109 contain respectively the same information as in FIG. 4 
and FIG. 8 as described above, and descriptions there of are 
omitted. In source MAC addresses in ARP table 108, since 
the MAC address of gateway apparatus 100 is generally 
used, all the entries have the same value. Accordingly, it may 
be possible to provide the source MAC address as a separate 
register, instead of providing areas for source MAC 
addresses in ARP table 108. 

[0074] The operation of gateway apparatus 100 with the 
above configuration will be described below. Herein, cases 
are explained separately where an IPoE frame is input to 
frame transmitting/receiving section 101 and where a PPPoE 
frame is input to the section 101. 



[0075] When either frame is input to frame transmitting/ 
receiving section 101, IPoE/PPPoE frame assembling/deas- 
sembling section 103 recognizes a structure of the frame, 
and provides the recognized structure of the frame to for- 
warding control section 105. 

[0076] When the input frame is an IPoE frame, forwarding 
control section 105 compares a destination IP address 
included in the header information of an IP packet of the 
IPoE frame with a network address registered with IPoE/ 
PPPoE forwarding table 106. 

[0077] When the table 106 has the same network address 
as the destination IP address, the section 105 retrieves an 
output IF number and a protocol type (PPPoE or IPoE) used 
in outputting in relation to the network address. When the 
retrieved protocol type is IPoE, the section 105 retrieves a 
routing type (direct routing or indirect routing), and in the 
case of the indirect routing, further retrieves a destination IP 
address (next hop IP address). In addition, in the case of the 
direct routing, the section 105 retrieves the destination IP 
address included in the header information of the IP packet. 
Meanwhile, when the retrieved protocol type is PPPoE, the 
section 105 retrieves a PPPoE session index. 

[0078] When the retrieved protocol type is IPoE, forward- 
ing control section 105 searches ARP table 108 using the 
retrieved destination IP address to retrieve a destination 
MAC address. The retrieved destination MAC address' is 
provided to IPoE/PPPoE frame assembling/deassembling 
section 104. 

[0079] Using the destination MAC address, IPoE/PPPoE 
frame assembling/deassembling section 104 re -assembles 
the IPoE frame. The re-assembled IPoE frame is provided to 
frame transmitting/receiving section 102, and output from 
the section 102. 

[0080] Meanwhile, when the retrieved protocol type is 
PPPoE, the section 105 searches PPPoE session table 109 
using the PPPoE session index, and retrieves information to 
generate a PPPoE frame such as a source MAC address, 
destination MAC address and PPPoE session ID. The 
retrieval results are provided to IPoE/PPPoE frame assem- 
bling/deassembling section 104. 

[0081] Based on the retrieval results, IPoE/PPPoE frame 
assembling/deassembling section 104 re-assembles the IPoE 
frame into a PPPoE frame. The re-assembled PPPoE frame 
is provided to frame transmitting/receiving section 102 and 
output from the section 102. 

[0082] Meanwhile, when the input frame is a PPPoE 
frame, forwarding control section 105 compares PPPoE 
header information of the PPPoE frame with an entry in 
PPPoE session table 109. 

[0083] When PPPoE header information of the PPPoE 
frame is matched with an entry registered with PPPoE 
session table 109, the section 105 compares a destination IP 
address included in the header information of an IP packet 
of the PPPoE frame with a network address registered with 
IPoE/PPPoE forwarding table 106. 

[0084] When the table 106 has the same network address 
as the destination IP address included in the header infor- 
mation, the section 105 retrieves an output IF number and a 
protocol type (PPPoE or IPoE) used in outputting in relation 
to the network address. When the retrieved protocol type is 
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IPoE, the section 105 retrieves a routing type (direct routing 
or indirect routing), and in the case of the indirect routing, 
further retrieves a destination IP address (next hop IP 
address). In addition, in the case of the direct routing, the 
section 105 retrieves the destination IP address included in 
the header information of the IP packet. Meanwhile, when 
the retrieved protocol type is PPPoE, the section 105 
retrieves a PPPoE session index. 

[0085] When the retrieved protocol type is IPoE, forward- 
ing control section 105 searches ARP table 108 using the 
retrieved destination IP address to retrieve a destination 
MAC address. The retrieved destination MAC address is 
provided to IPoE/PPPoE frame assembling/deassembling 
section 104. 

[0086] Using the destination MAC address, IPoE/PPPoE 
frame assembling/deassembling section 104 re-assembles 
the PPPoE frame to an IPoE frame. There-assembled IPoE 
frame is provided to frame transmitting/receiving section 
102, and output from the section 102. 

[0087] Meanwhile, when the retrieved protocol type is 
PPPoE, the section 105 searches PPPoE session table 109 
using the PPPoE session index, and retrieves information to 
generate a PPPoE frame such as a source MAC address, 
destination MAC address and PPPoE session ID. The 
retrieval results are provided to IPoE/PPPoE frame assem- 
bling/deassembling section 104. 

[0088] Based on the retrieval results, IPoE/PPPoE frame 
assembling/deassembling section 104 re -assembles the 
PPPoE frame. The re-assembled PPPoE frame is provided to 
frame transmitting/receiving section 102 and output from 
the section 102. 

[0089] Thus, according to gateway apparatus 100 of first 
embodiment, forwarding control section 105 selects a type 
of protocol (IPoE or PPPoE) used in outputting correspond- 
ing to a network address in relation to a destination IP 
address included in the header information of an input 
frame, and when the type of protocol is PPPoE, further 
selects a PPPoE session. Accordingly, the apparatus 100 is 
capable of using a protocol between IPoE and PPPoE 
appropriately corresponding to a network as a destination of 
the input frame, and capable of choosing a PPPoE session 
appropriately when the protocol is PPPoE. 

[0090] In addition, in searching IPoE/PPPoE forwarding 
table 106, when a network address matches a network 
address that is not designated particularly, i.e., an entry of 
default route, forwarding control section 105 searches 
default route table 107, using a source IP address of an IP 
packet. 

[0091] When the same source IP address is registered, 
forwarding control section 105 substitutes a retrieval result 
of default route table 107 for a retrieval result of IPoE/ 
PPPoE forwarding table 106 to use. 

[0092] In other words, corresponding to source IP address, 
forwarding control section 105 selects a type of protocol 
(IPoE or PPPoE) used in outputting, and when the protocol 
type is PPPoE, further selects a PPPoE session. Accordingly, 
even when a general network address is not retrieved, the 
section 105 is capable of identifying a terminal correspond- 
ing to the source IP address, selecting a type of protocol 
(IPoE or PPPoE) to use for each terminal, and when the 



protocol type is PPPoE, further selecting a PPPoE session. 
Therefore, provided that a user of a terminal beforehand 
registers information of a desired ISP (Internet Service 
Provider), the apparatus is capable of using ISP appropri- 
ately for each terminal even in the case where a general 
network address is not retrieved. 

[0093] (Second Embodiment) 

[0094] FIG. 13 is a diagram illustrating a configuration of 
gateway apparatus 500 according to the second embodiment 
of the present invention. FIG. 14 is a diagram illustrating an 
example of network configuration to which gateway appa- 
ratus 500 according to the second embodiment is connected. 
In addition, in FIG. 13, sections assigned the same reference 
numerals as in FIG. 9 have the same functions, and descrip- 
tions thereof are omitted. 

[0095] As shown in FIG. 14, gateway apparatus 500 is 
connected in its one interface to networks 601 to 603 that use 
IPoE as a protocol and network 604 that uses PPPoE as a 
protocol. Gateway apparatus 500 communicates with gate- 
ways 605 to 607 respectively disposed on networks 601 
t0603 and PPPoE server 608 disposed on network 604. 
Gateway apparatus 500 is further connected in its other 
interface to terminals 609 and 610 such as PCs that use IPoE 
as a protocol and terminal 611 such as a PC that uses PPPoE 
as a protocol. 

[0096] In gateway apparatus 500 shown in FIG. 13, 
forwarding control section 501 controls the output of IPoE 
or PPPoE frame based on a destination IP address included 
in the header information of an IP packet of an input IPoE 
frame, while controlling the output of IPoE or PPPoE frame 
based on PPPoE header information of an input PPPoE 
frame. In controlling the output of IPoE or PPPoE frame, 
forwarding control section 501 uses IPoE forwarding table 
502, ARP table 108 and PPPoE proxy table 503. 

[0097] In addition, IPoE forwarding table 502 includes the 
same information as described in FIG. 3 mentioned previ- 
ously, and descriptions thereof are omitted. 

[0098] In PPPoE proxy table 503, as shown in FIG. 15, 
there are input IF numbers, source MAC addresses ffi, 
destination MAC addresses <D PPPoE session IDs QQ, 
output IF numbers, source MAC addresses (2), destination 
MAC addresses (3) and PPPoE session IDs (2) in relation to 
one another. 

[0099] In addition, in source MAC addresses (l) and 
destination MAC addresses ©since the MAC address of 
gateway apparatus 500 is generally used, all the entries 
have the same value. Accordingly, It may be possible to 
provide the MAC address of gateway apparatus 500 as a 
separate register, Instead of providing areas for destina- 
tion MAC addresses (l) on input side and destination MAC 
addresses (5) on outing side in PPPoE proxy table 503. 

[0100] The operation of gateway apparatus 500 with the 
above configuration will be described below. Herein, cases 
are explained separately where an IPoE frame is input to 
frame transmitting/receiving section 101 and where a PPPoE 
frame is input to the section 101. 

[0101] When either frame is input to frame transmitting/ 
receiving section 101, IPo^PPPoE frame assembling/deas- 
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sembling section 103 recognizes a structure of the frame, 
and provides the recognized structure of the frame to for- 
warding control section 501. 

[0102] When the input frame is an IPoE frame, forwarding 
control section 501 compares a destination IP address 
included in the header information of an IP packet of the 
IPoE frame with a network address registered with IPoE 
forwarding table 502. 

[0103] When the table 502 has the same network address 
as the destination IP address included in the header infor- 
mation, the section 501 retrieves an output IF number and 
information of routing type (information indicative of 
whether the routing is direct routing or indirect routing) in 
relation to the network address, and when the indirect 
routing is indicated, further retrieves a destination IP address 
(next hop IP address). In addition, when the direct routing is 
indicated, the section 501 retrieves the destination IP address 
included in the header information of the IP packet. 

[0104] Then, forwarding control section 501 searches 
ARP table 108 using the retrieved destination IP address to 
retrieve a destination MAC address. The retrieved destina- 
tion MAC address is provided to IPoE/PPPoE frame assem- 
bling/deassembling section 104. 

[0105] Using the destination MAC address, IPoE/PPPoE 
frame assembling/deasserabling section 104 re- assembles 
the IPoE frame. The re- assembled IPoE frame is provided to 
frame transmitting/receiving section 102 and output from 
the section 102. 

[0106] Meanwhile, when the input frame is a PPPoE 
frame, forwarding control section 501 compares PPPoE 
header information of the PPPoE frame with an entry in 
PPPoE proxy table 503. ' 

[0107] When PPPoE header information of the PPPoE 
frame is matched with an entry registered with PPPoE proxy 
table 503, the section 501 retrieves information to generate 
a PPPoE frame such as an output IF number, source MAC 
address, destination MAC address and PPPoE session ID 
from PPPoE proxy table 503. The retrieval results are 
provided to IPoE/PPPoE frame assembling/deasseinbling 
section 104. 

[0108] Based on the retrieval results, IPoE/PPPoE frame 
assernbling/deassembling section 104 re-assembles the 
PPPoE frame. The re-assembled PPPoE frame is provided to 
frame transmitting/receiving section 102 and output from 
the section 102. 

[0109] Thus, according to gateway apparatus 500 of the 
second embodiment, an IPoE frame is forwarded corre- 
sponding to a network address in relation to the destination 
IP address included in the header information of the input 
IPoE frame. Meanwhile, an input PPPoE frame is relayed to 
a network that uses PPPoE as a protocol, corresponding to 
the information registered with PPPoE proxy table 503. 
Therefore, even in a network using IPoE principally as a 
protocol, it is possible to flexibly cope with access to a 
network that uses PPPoE, corresponding to selection of 
protocol from a terminal. 

[0110] (Third Embodiment) 

[0111] Gateway apparatus 800 according to the third 
embodiment has both functions of the first and second 



embodiments. FIG. 16 is a diagram illustrating a configu- 
ration of gateway apparatus 800 according to the third 
embodiment of the present invention. FIG. 17 is a diagram 
illustrating an example of network configuration to which 
gateway apparatus 800 according to the third embodiment is 
connected. In addition, in FIG. 16, sections assigned the 
same reference numerals as in FIGS. 9 and 13 have the same 
functions, and descriptions thereof are omitted. 

[0112] As shown in FIG. 17, gateway apparatus 800 is 
connected in its one interface to network 901 that uses IPoE 
as a protocol and networks 902 to 904 that use PPPoE as a 
protocol. Gateway apparatus 800 communicates with gate- 
way 905 disposed on network 901 and PPPoE servers 906 to 
908 disposed respectively on networks 902 to 904. Gateway 
apparatus 800 is further connected in its other interface to 
terminals 909 and 910 such as PCs that use IPoE as a 
protocol and terminal 911 such as a PC that uses PPPoE as 
a protocol. 

[0113] In gateway apparatus 800 shown in FIG. 16, for- 
warding control section 801 controls the output of IPoE or 
PPPoE frame based on a source IP address or destination IP 
address included in the header information of an IP packet 
of an input IPoE frame, while controlling the output of IPoE 
or PPPoE frame based on PPPoE header information of an 
input PPPoE frame. In controlling the output of IPoE or 
PPPoE frame, forwarding control section 801 uses IPoE/ 
PPPoE forwarding table 106, default route table 107, ARP 
table 108, PPPoE session table 109 and PPPoE proxy table 
503. 

[0114] The operation of gateway apparatus 800 with the 
above configuration will be described below. Herein, cases 
arc explained separately where an IPoE frame is input to 
frame transmitting/receiving section 101 and where a PPPoE 
frame is input to the section 101. 

[0115] When either frame is input to frame transmitting/ 
receiving section 101, IPoE/PPPoE frame assernbling/deas- 
sembling section 103 recognizes a structure of the frame, 
and provides the recognized structure of the frame to for- 
warding control section 801. 

[0116] When the input frame is an IPoE frame, forwarding 
control section 801 compares a destination IP address 
included in the header information of an IP packet of the 
IPoE frame with a network address registered with IPoE/ 
PPPoE forwarding table 106. 

[0117] When the table 106 has the same network address 
as the destination IP address included in the header infor- 
mation, the section 801 retrieves an output IF number and a 
protocol type (PPPoE or IPoE) used in oulputting in relation 
to the network address. When the retrieved protocol type is 
IPoE, the section 801 retrieves a routing type (direct routing 
or indirect routing), and in the case of the indirect routing, 
further retrieves a destination IP address (next hop IP 
address). In addition, in the case of the direct routing, the 
section 801 retrieves the destination IP address included in 
the header information of the IP packet. Meanwhile, when 
the retrieved protocol type is PPPoE, the section 801 
retrieves a PPPoE session index. 

[0118] When the retrieved protocol type is IPoE, forward- 
ing control section 801 searches ARP table 108 using the 
retrieved destination IP address to retrieve a destination 
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MAC address. The retrieved destination MAC address is 
provided to IPoE/PPPoE frame assembling/deassembling 
section 104. 

[0119] Using the destination MAC address, IPoE/PPPoE 
frame assembling/deassembling section 104 re-assembles 
the IPoE frame. The re -assembled IPoE frame is provided to 
frame transmitting/receiving section 102, and output from 
the section 102. 

[0120] Meanwhile, when the retrieved protocol type is 
PPPoE, the section 801 searches PPPoE session table 109 
using the PPPoE session index, and retrieves information to 
generate a PPPoE frame such as a source MAC address, 
destination MAC address and PPPoE session ID. The 
retrieval results are provided to IPoE/PPPoE frame assem- 
bling/deassembling section 104. 

[0121] Based on the retrieval results, IPoE/PPPoE frame 
assembling/deassembling section 104 re-assembles the IPoE 
frame into a PPPoE frame. The re-assembled PPPoE frame 
is provided to frame transmitting/receiving section 102 and 
output from the section 102. 

[0122] Meanwhile, when the input frame is a PPPoE 
frame, forwarding control section 801 compares PPPoE 
header information of the PPPoE frame with an entry in 
PPPoE proxy table 503. 

[0123] When PPPoE header information of the PPPoE 
frame is matched with an entry registered with PPPoE proxy 
table 503, the section 801 retrieves information to generate 
a PPPoE frame such as an output IF number, source MAC 
address, destination MAC address and PPPoE session ID 
from PPPoE proxy table 503. The retrieval results are 
provided to IPoE/PPPoE frame assembling/deassembling 
section 104. 

[0124] Based on the retrieval results, IPoE/PPPoE frame 
assembling/deassembling section 104 re-assembles the 
PPPoE frame. The re-assembled PPPoE frame is provided to 
frame transmitting/receiving section 102 and output from 
the section 102. 

[0125] Meanwhile, When PPPoE header information of 
the PPPoE frame is not matched with an entry registered 
with PPPoE proxy table 503, forwarding control section 801 
compares PPPoE header information of a PPPoE frame with 
an entry in PPPoE session table 109. 

[0126] When PPPoE header information of the PPPoE 
frame is matched with an entry registered with PPPoE 
session table 109, forwarding control section 801 compares 
a destination IP address included in the header information 
of an IP packet of the PPPoE frame with a network address 
registered with IPoE/PPPoE forwarding table 106. 

[0127] When the table 106 has the same network address 
as the destination IP address included in the header infor- 
mation, the section 801 retrieves an output IF number and a 
protocol type (PPPoE or IPoE) used in outputting in relation 
to the network address. When the retrieved protocol type is 
IPoE, the section 801 retrieves a routing type (direct routing 
or indirect routing), and in the case of the indirect routing, 
further retrieves a destination IP address (next hop IP 
address). In addition, in the case of the direct routing, the 
section 801 retrieves the destination IP address included in 
the header information of the IP packet. Meanwhile, when 



the retrieved protocol type is PPPoE, the section 801 
retrieves a PPPoE session index. 

[0128] When the retrieved protocol type is IPoE, forward- 
ing control section 801 searches ARP table 108 using the 
retrieved destination IP address to retrieve a destination 
MAC address. The retrieved destination MAC address is 
provided to IPoE/PPPoE frame assembling/deassembling 
section 104. 

[0129] Using the destination MAC address, IPoE/PPPoE 
frame assembling/deassembling section 104 re -assembles 
the PPPoE frame to an IPoE frame. The re-assembled IPoE 
frame is provided to frame transmitting/receiving section 
102, and output from the section 102. 

[0130] Meanwhile, when the retrieved protocol type is 
PPPoE, the section 801 searches PPPoE session table 109 
using the PPPoE session index, and retrieves information to 
generate a PPPoE frame such as a source MAC address, 
destination MAC address and PPPoE session ID. The 
retrieval results are provided to IPoE/PPPoE frame assem- 
bling/deassembling section 104. 

[0131] Based on the retrieval results, IPoE/PPPoE frame 
assembling/deassembling section 104 re-assembles the 
PPPoE frame. The re-assembled PPPoE frame is provided to 
frame transmitting/receiving section 102 and output from 
the section 102. 

[0132] Thus, according to gateway apparatus 800 of the 
third embodiment, forwarding control section 801 selects a 
type of protocol (IPoE or PPPoE) used in outputting corre- 
sponding to a network address in relation to a destination IP 
address included in the header information of an input 
frame, and when the type of protocol is PPPoE, further 
selects a PPPoE session. Accordingly, the apparatus 800 is 
capable of using a protocol between IPoE and PPPoE 
appropriately corresponding to a network as a destination of 
the input frame, and of choosing a PPPoE session appro- 
priately when the protocol is PPPoE. 

[0133] Further, according to gateway apparatus 800 
according to the third embodiment, an input PPPoE frame is 
relayed to a network that uses PPPoE as a protocol, corre- 
sponding to the information registered with PPPoE proxy 
table 503. Therefore, even in a network using IPoE princi- 
pally as a protocol, it is possible to flexibly cope with access 
to a network that uses PPPoE, corresponding to selection of 
protocol from a terminal. 

[0134] In addition, in searching IPoE/PPPoE forwarding 
table 106, when a network address matches a network 
address that is not designated particularly, i.e., an entry of 
default route, forwarding control section 801 searches 
default route table 107, using a source IP address of an IP 
packet. 

[0135] When the same source IP address is registered, 
forwarding control section 801 substitutes a retrieval result 
of default route table 107 for a retrieval result of IPoE/ 
PPPoE forwarding table 106 to use. 

[0136] In other words, corresponding to source IP address, 
forwarding control section 801 selects a type of protocol 
(IPoE or PPPoE) used in outputting, and when the protocol 
type is PPPoE, further selects a PPPoE session. Accordingly, 
even when a general network address is not retrieved, the 
section 801 is capable of identifying a terminal correspond- 
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ing to the source IP address, selecting a type of protocol 
(IPoE or PPPoE) to use for each terminal, and when the 
protocol type is PPPoE, further selecting a PPPoE session. 
Therefore, provided with a user of a terminal beforehand 
registers information of a desired ISP (Internet Service 
Provider), the apparatus is capable of using ISP appropri- 
ately for each terminal even in the case where a general 
network address is not retrieved. 

[0137] In addition, it is possible to apply gateway appa- 
ratus 100 (500, 800) to a network using local IP addresses 
and global IP addresses appropriately. In this case, the 
gateway apparatus is provided with an address conversion 
table as shown in FIG. 18, and performs mutual address 
conversion between local IP address and global IP address to 
implement. 

[0138] Further, as is apparent to those skilled in the art, the 
present invention is capable of being carried into practice 
using a commercially available general digital computer and 
micro processor with a program created according tech- 
niques as described in the aforementioned embodiments. 
Furthermore, as is apparent to those skilled in the art, the 
present invention includes computer programs created by 
those skilled in the art based on techniques as described in 
the aforementioned embodiments. 

[0139] Moreover, the present invention includes in its 
scope computer program products that are storage media 
including orders for use in programming of computers to 
implement the present invention. The storage media include, 
for example but not limited, disks such as a floppy disk (R), 
optical disk, CDROM and magnetic disk, ROM, RAM, 
EPROM, EEPROM, magnetic optical disk, memory card 
and DVD. 

[0140] As described above, according to the gateway 
apparatus and its controlling method, terminals connected to 
the apparatus are capable of selecting a protocol to use 
between PPPoE and IPoE, and of selecting a plurality of 
PPPoE sessions concurrently. 

[0141] The present invention is not limited to the above 
described embodiments, and various variations and modifi- 
cations may be possible without departing from the scope of 
the present invention. 

[0142] This application is based on the Japanese Patent 
Application No. 2002-032813 filed on Feb. 8, 2002, entire 
content of which is expressly incorporated by reference 
herein. 



What is claimed is: 

1. A gateway apparatus comprising: 

an IPoE/PPPoE forwarding table with which registered 
are network addresses, protocol types, destination IP 
addresses used in IPoE and retrieval indexes of PPPoE 
sessions used in PPPoE; 

a PPPoE session table with which registered are the 
retrieval indexes, destination MAC addresses and 
PPPoE session IDs; and 

an ARP table with which registered are destination IP 
addresses and destination MAC addresses; and 
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a control section that controls output of an input frame 
using information registered with the IPoE/PPPoE for- 
warding table, the PPPoE session table, and the ARP 
table, 

wherein the control section selects a protocol type corre- 
sponding to a network address in the IPoE/PPPoE 
forwarding table that matches a destination IP address 
included in header information of an IP packet of the 
input frame, 

and when the protocol type selected is IPoE, controls 
output of an IPoE frame based on a destination IP 
address corresponding to the network address or a 
destination MAC address in the ARP table in relation to 
the destination IP address included in the header infor- 
mation, while when the protocol type selected is 
PPPoE, controlling output of a PPPoE frame based on 
a destination MAC address and a PPPoE session ID in 
the PPPoE session table in relation to a retrieval index 
corresponding to the network address. 

2. The gateway apparatus according to claim 1, wherein 
when a PPPoE frame is input and an entry that matches 
header information of the PPPoE frame is registered with the 
PPPoE session table, the control section compares a desti- 
nation IP address included in the header information of an IP 
packet of the PPPoE frame with each of the network 
addresses in the IPoE/PPPoE forwarding table, while when 
an IPoE frame is input, comparing a destination IP address 
included in header information of an IP packet of the IPoE 
frame with each of the network addresses in the IPoE/PPPoE 
forwarding table. 

3. The gateway apparatus according to claim 1, further 
comprising: 

a default route table with which registered are source IP 
addresses, protocol types, destination IP addresses used 
in IPoE and retrieval indexes of PPPoE sessions used in 
PPPoE, 

wherein when a destination IP address included in header 
information of an IP packet of the input frame matches 
a network address registered as a default route in the 
IPoE/PPPoE forwarding table, the control section 
selects a protocol type corresponding to a source IP 
address in the default route table that matches a source 
IP address included in the header information, and 
when the protocol type selected is IPoE, controls output 
of an IPoE frame based on a destination IP address 
corresponding to the source IP address or a destination 
MAC address in the ARP table in relation to the 
destination IP address included in the header informa- 
tion, while when the protocol type selected is PPPoE, 
controlling output of a PPPoE frame based on a desti- 
nation MAC address and a PPPoE session ID in the 
PPPoE session table in relation to a retrieval index 
corresponding to the source IP address. 

4. A gateway apparatus comprising: 

an IPoE forwarding table with which registered are net- 
work addresses and destination IP addresses; 

a PPPoE proxy table with which registered are source 
MAC addresses and PPPoE session IDs on input side 
and destination MAC addresses and PPPoE session IDs 
on output side; 
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an ARP table with which registered are destination IP 
addresses and destination MAC addresses; and 

a control section that controls output of an input frame 
using the IPoE forwarding table, the PPPoE proxy table 
and the ARP table, 

wherein when a PPPoE frame is input and an entry that 
matches header information of the PPPoE frame is 
registered with the PPPoE proxy table, the control 
section controls output of the PPPoE frame based on a 
destination MAC address and a PPPoE session ID on 
the output side registered with the entry, while when an 
IPoE frame is input, selecting a destination IP address 
in relation to a network address in the IPoE forwarding 
table that matches another destination IP address 
included in header information of an IP packet of the 
IPoE frame, and controlling output of the IPoE frame 
based on the destination IP address or a destination 
MAC address in the ARP table in relation to the another 
destination IP address included in the header informa- 
tion. 

5. The gateway apparatus according to claim 1, further 
comprising: 

a PPPoE proxy table with which registered are source 
MAC addresses and PPPoE session IDs on input side 
and destination MAC addresses and PPPoE session IDs 
on output side; 

wherein when a PPPoE frame is input and an entry that 
matches header information of the PPPoE frame is 
registered with the PPPoE proxy table, the control 
section controls output of the PPPoE frame based on a 
destination MAC address and a PPPoE session ID on 
the output side registered with the entry, while when a 
PPPoE frame is input, an entry that matches header 
information of the PPPoE frame is not registered with 
the PPPoE proxy table, and an entry that matches the 
header information of the PPPoE frame is registered 
with the PPPoE session table, comparing a destination 
IP address included in the header information of an IP 
packet of the PPPoE frame with each of the network 
addresses in the IPoE/PPPoE forwarding table. 

6. A control method of a gateway apparatus having an 
IPoE/PPPoE forwarding table with which registered are 
network addresses, protocol types, destination IP addresses 
used in IPoE and retrieval indexes of PPPoE sessions used 
in PPPoE, a PPPoE session table with which registered are 
the retrieval indexes, destination MAC addresses and PPPoE 
session IDs, and an ARP table with which registered are 
destination IP addresses and destination MAC addresses, the 
method comprising: 

selecting a protocol type corresponding to a network 
address in the IPoE/PPPoE forwarding table that 
matches a destination IP address included in header 
information of an IP packet of an input frame; 

controlling output of an IPoE frame based on a destination 
IP address corresponding to the network address or a 
destination MAC address in the ARP table in relation to 
the destination IP address included in the header infor- 
mation, when the protocol type selected is IPoE; and 

controlling output of a PPPoE frame based on a destina- 
tion MAC address and a PPPoE session ID in the 
PPPoE session table in relation to a retrieval index 



corresponding to the network address, when the pro- 
tocol type selected is PPPoE. 

7. The control method of the gateway apparatus according 
to claim 6, wherein when a PPPoE frame is input and an 
entry that matches header information of the PPPoE frame 
is registered with the PPPoE session table, a destination IP 
address included in the header information of an IP packet 
of the PPPoE frame is compared with each of the network 
addresses in the IPoE/PPPoE forwarding table, while when 
an IPoE frame is input, a destination IP address included in 
header information of an IP packet of the IPoE frame is 
compared with each of the network addresses in the IPoE/ 
PPPoE forwarding table. 

8. The control method of the gateway apparatus according 
to claim 6, wherein the gateway apparatus further has a 
default route table with which registered are source IP 
addresses, protocol types, destination IP addresses used in 
IPoE and retrieval indexes of PPPoE sessions used in 
PPPoE, 

a protocol type is selected corresponding to a source IP 
address in the default route table that matches a source 
IP address included in header information, when a 
destination IP address included in the header informa- 
tion of an IP packet of the input frame matches a 
network address registered as a default route in the 
IPoE/PPPoE forwarding table, and 

when the protocol type selected is IPoE, output of an IPoE 
frame is controlled based on a destination IP address 
corresponding to the source IP address or a destination 
MAC address in the ARP table in relation to the 
destination IP address included in the header informa- 
tion, while when the protocol type selected is PPPoE, 
output of a PPPoE frame is controlled based on a 
destination MAC address and a PPPoE session ID in 
the PPPoE session table in relation to a retrieval index 
corresponding to the source IP address. 

9. A control method of a gateway apparatus having an 
IPoE forwarding table with which registered are network 
addresses and destination IP addresses, a PPPoE proxy table 
with which registered are source MAC addresses and PPPoE 
session IDs on input side and destination MAC addresses 
and PPPoE session IDs on output side, and an ARP table 
with which registered are destination IP addresses and 
destination MAC addresses, the method comprising: 

controlling output of a PPPoE frame based on a destina- 
tion MAC address and a PPPoE session ID on the 
output side registered with an entry, when the PPPoE 
frame is input and the entry that matches header 
information of the PPPoE frame is registered with the 
PPPoE proxy table; and 

selecting a destination IP address in relation to a network 
address in the IPoE forwarding table that matches 
another destination IP address included in header infor- 
mation of an IP packet of an IPoE frame when the IPoE 
frame is input, and controlling output of the IPoE frame 
based on the destination IP address or a destination 
MAC address in the ARP table in relation to the another 
destination IP address included in the header informa- 
tion. 

10. The control method of the gateway apparatus accord- 
ing to claim 6, wherein the gateway apparatus further has a 
PPPoE proxy table with which registered are source MAC 
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addresses and PPPoE session IDs on input side and desti- 
nation MAC addresses and PPPoE session IDs on output 
side, . 

output of a PPPoE frame is controlled based on a desti- 
nation MAC address and a PPPoE session ID on the 
output side registered with an entry when the PPPoE 
frame is input and the entry that matches header 
information of the PPPoE frame is registered with the 
PPPoE proxy table, while when a PPPoE frame is 
input, an entry that matches header information of the 
PPPoE frame is not registered with the PPPoE proxy 
table, and an entry that matches the header information 
of the PPPoE frame is registered with the PPPoE 
session table, a destination IP address included in the 
header information of an IP packet of the PPPoE frame 
is compared with each of the network addresses in the 
IPoE/PPPoE forwarding table. 

11. A program for a gateway apparatus having an IPoE/ 
PPPoE forwarding table with which registered are network 
addresses, protocol types, destination IP addresses used in 
IPoE and retrieval indexes of PPPoE sessions used in 
PPPoE, a PPPoE session table with which registered are the 
retrieval indexes, destination MAC addresses and PPPoE 
session IDs, and an ARP table with which registered are 
destination IP addresses and destination MAC addresses, the 
program making a computer execute the procedures of: 

selecting a protocol type corresponding to a network 
address in the IPoE/PPPoE forwarding table that 
matches a destination IP address included in header 
information of an IP packet of an input frame; 

controlling output of an IPoE frame based on a destination 
IP address corresponding to the network address or a 
destination MAC address in the ARP table in relation to 
the destination IP address included in the header infor- 
mation, when the protocol type selected is IPoE; and 

controlling output of a PPPoE frame based on a destina- 
tion MAC address and a PPPoE session ID in the 
PPPoE session table in relation to a retrieval index 
corresponding to the network address, when the pro- 
tocol type selected is PPPoE. 

12. The program for the gateway apparatus according to 
claim 11, further comprising: 

comparing a destination IP address included in header 
information of an IP packet of a PPPoE frame with each 
of the network addresses in the IPoE/PPPoE forward- 
ing table when the PPPoE frame is input and an entry 
that matches the header information of the PPPoE 
frame is registered with the PPPoE session table; and 

comparing a destination IP address included in header 
information of an IP packet of an IPoE frame with each 
of the network addresses in the IPoE/PPPoE forward- 
ing table when the IPoE frame is input. 

13. The program for the gateway apparatus according to 
claim 11, wherein the gateway apparatus further has a 
default route table with which registered are source IP 
addresses, protocol types, destination IP addresses used in 
IPoE and retrieval indexes of PPPoE sessions used in 
PPPoE, and the program further makes the computer 
execute the procedures of: 

selecting a protocol type corresponding to a source IP 
address in the default route table that matches a source 



IP address included in header information, when a 
destination IP address included in the header informa- 
tion of an IP packet of the input frame matches a 
network address registered as a default route in the 
IPoE/PPPoE forwarding table; and 

controlling, when the protocol type selected is IPoE, 
output of an IPoE frame based on a destination IP 
address corresponding to the source IP address or a 
destination M AC address in the ARP table in relation to 
tsdhe destination IP address included in the header 
information; and 

controlling, when the protocol type selected is PPPoE, 
output of a PPPoE frame based on a destination MAC 
address and a PPPoE session ID in the PPPoE session 
table in relation to a retrieval index corresponding to 
the source IP address. 

14. A program for a gateway apparatus having an IPoE 
forwarding table with which registered are network 
addresses and destination IP addresses, a PPPoE proxy table 
with which registered are source MAC addresses and PPPoE 
session IDS on input side and destination MAC addresses 
and PPPoE session IDs on output side, and an ARP table 
with which registered are destination IP addresses and 
destination MAC addresses, the program making a computer 
execute the procedures of: 

controlling output of a PPPoE frame based on a destina- 
tion MAC address and a PPPoE session ID on the 
output side registered with an entry, when the PPPoE 
frame is input and the entry that matches header 
information of the PPPoE frame is registered with the 
PPPoE proxy table; and 

selecting a destination IP address in relation to a network 
address in the IPoE forwarding table that matches 
another destination IP address included in header infor- 
mation of an IP packet of an IPoE frame when the IPoE 
frame is input, and controlling output of the IPoE frame 
based on the destination IP address or a destination 
MAC address in the ARP table in relation to the another 
destination IP address included in the header informa- 
tion. 

15. The program for the gateway apparatus according to 
claim 11, wherein the gateway apparatus further has a 
PPPoE proxy table with which registered are source MAC 
addresses and PPPoE session IDs on input side and desti- 
nation MAC addresses and PPPoE session IDs on output 
side, and the program further makes the computer execute 
the procedures of controlling output of a PPPoE frame based 
on a destination MAC address and a PPPoE session ID on 
the output side registered with an entry when the PPPoE 
frame is input and the entry that matches header information 
of the PPPoE frame is registered with the PPPoE proxy 
table, and when a PPPoE frame is input, an entry that 
matches header information of the PPPoE frame is not 
registered with the PPPoE proxy table, and an entry that 
matches the header information of the PPPoE frame is 
registered with the PPPoE session table, comparing a des- 
tination IP address included in the header information of an 
IP packet of the PPPoE frame with each of the network 
addresses in the IPoE/PPPoE forwarding table. 

***** 
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